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The digitalization of our physical world—what many are now calling the ‘Internet of
Things'—is challenging our expectations of privacy.

Adding sensors to ourselves, and to the objects and places around us, renders our
physical world communicable, contextual, and trackable. The full implications of

ubiquitous connectivity remain blurry, but Altimeter Group's survey of 2,062 American
consumers makes one point crystal clear: Consumers are decidedly anxious about
how companies use and share data from their connected devices. Our research finds
a massive gulf between consumer awareness and industry practices when it comes
to privacy. But this data reveals more than a concerned citizenry, it reveals tremendous
opportunities for companies to foster more trusted customer relationships.

Key Findings:

1. Consumers' top concern: Who is seeing my data?

Consumers are highly anxious about companies sharing their data: 78% of consumers highly concerned
about companies selling their data to third parties.

2. At least half of consumers expressed extreme discomfort with the use
and sale of their data in connected ‘real world' environments.

While older generations show higher concern, strong discomfort with the use and sale of connected
device data is pervasive across all age groups, including millennials.

. Consumers want more information and more engagement around privacy

While trust and understanding of standard data collection and privacy protections are low, consumers are
highly interested in deeper information and more frequent notifications.

4. Consumers demand value in exchange for their data
Primarily in monetary form, but also in the form of time, energy, and convenience

5. Technological awareness informs trust and influences consumer
expectations for engagement.

Exposure to technology is a key indicator for expectations around notifications, service,
communications, and trust.
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INTRODUCTION

When it comes to the mobility of technology and data use, the notions of controlling, revealing, and concealing our privacy shift.
In the laptop era, our connection to the Internet was deliberate, optional, autonomous, and consensual; a matter of powering up a
computing device, or shutting the laptop and walking away.

Enter the ambient data collection of sensors all around us. As sensors pervade our physical environments—the smartphones
in our pockets, the appliances in our homes, the cars we drive, the stores we shop at, even the parks and street crossings we
traverse— the potential (the inevitability) of passing through others’ spheres of information gathering increases exponentially. In
the Internet of Things, there is no shutting the laptop and walking away. As consumer interactions with digital technology shift
from the desktop/laptop into the physical world, so must commercial messaging and transparency around these interactions.

Altimeter Group conducted a survey of 2,062 American consumers' to ascertain consumer perceptions of privacy around
the Internet of Things. This report summarizes findings and insights from this data in an effort to address the unprecedented
implication and challenge of the Internet of Things: privacy.

SUCCESS IN CONSUMER-FACING loT DEPENDS ON ADDRESSING THE ELEPHANT
IN THE ROOM

Any company seeking to apply loT to consumer-facing programs long-term, and at scale must take a sober look at how
consumers, people actually feel about adopting such technologies. For example:

+ Recent data from Nielsen finds that 53% of Americans claim their top concern around loT is that their data may be used or
shared without their knowledge or approval.?

« Privacy, what it is (or is no longer), what agency we still have (if any) is another major concern consumers have around |oT.
A recent survey by Ipsos and TrustE found that 42% of Americans are more concerned about their digital privacy than they
were just 12 months ago.®

In the era of Edward Snowden, Wikileaks, numerous data and security breaches, consumer confidence in digital privacy is
understandably low.

As an industry, why should we care? Trust isn't just bad for a company's image; it's a business risk, with a monetary value.

A recent survey by Harris Interactive (on behalf of TRUSTe) found that nine out of ten consumers avoid doing business with
companies who they feel are not protecting their privacy online.* To realize the many potential benefits IoT can offer, the industry
must rethink its role in managing and messaging the risks of data as currency.® As data transforms business models, and
devices transform customer experiences, so too must companies transform the manner in which they communicate both.°

What follows is a summary of findings from our survey aimed at addressing the key issues and opportunities consumer-facing
brands must consider.
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|. EXPOSURE TO IoT (OR LACK THEREOF)

WILL IMPACT ENGAGEMENT

An important starting point to understanding how consumers perceive their privacy today is to look at exposure: exposure to
connected devices, to the concept of the Internet of Things, and to existing templates for safeguarding, understanding, and
accessing data.

MOST PEOPLE DON'T KNOW WHAT THE INTERNET OF THINGS IS

Understanding consumer perceptions of privacy in the Internet of Things begins with a reality check that most people don't know
what the Internet of Things is in the first place. A recent study by Acquity Group found that 87% of consumers surveyed had never
heard of the Internet of Things.” To the extent consumers are aware of loT (which is limited—this same survey found 64% of
respondents were unaware of the Nest thermostat), they are more familiar with connected objects in specific contexts. In other
words, they might not know what loT is, but they have a Fitbit for fitness tracking, have heard of autonomous vehicles, or perhaps
have browsed the ‘connected home' section at Best Buy.

This is important for two key reasons. One, it implies that ‘loT' is an industry term, used by the industry that powers it—not by the users
it directly impacts. Two, it suggests consumer understanding is limited to the vertical (industry-specific) level, yet 10T is inherently

a horizontal concept (i.e. it spans across multiple industries through partnerships, APIs, data sales, etc.). By extension, the data
generated by loT that impacts consumer privacy also spans across multiple industries.

In surveying the American public, we intended to gain a realistic snapshot of how consumers relate to connected devices; meaning
respondents represented a spectrum of exposure to, adoption of, and familiarity with technology.®

FIGURE 1 CONSUMER ADOPTION OF IOT DEVICES UNDERWAY IN 2015

Q. Which of the following things (e.g. devices, objects) do you own today that connect to the internet?

63"

() 50"
o o an N2
4/0 4/0 3/o
=) () () had

Smartphone Tablet Smart Wearable Connected Connected Home Other
Gaming Car Appliance Automation Connected/
System Hub “Smart” Product

Note: Data shown includes only connected mobile devices and connected objects; it does not include percentages of desktops and laptops.
Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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87%

While consumers may not know what the Internet of Things is, the adoption of smart of consumers
technologies is well underway. Indeed, most Am§r|cans have IoT devices in thqr pockets su rveyed had never
already: smartphones. Today, some 75% of Americans are walking around equipped

. o | . D heard of the
with between 7-14 sensors transmitting information from their person.® Altimeter's study :
found some 70% of respondents owned a connected device other than, or in addition to, a Internet of ThlﬂgS
smartphone, tablet, or laptop. That said, consumers are early in the adoption of many devices,
87% surveyed currently owned three or fewer connected devices. Forecasts from numerous
research and technology institutions expect this number to increase to 7-26 devices per person
by 2020."° Still, consumer understanding of 10T as a term, nevermind a phenomenon, is extremely low. To understand that a device
is connected is not the same as understanding the implications of a connected ecosystem—of the Internet of Things.

IT'S NOT JUST FUTURE TECHNOLOGY, CURRENT TRACKING TECHNOLOGY IS
STILL UNCLEAR TO USERS

It's not just emerging technology for which the larger American population lacks deeper awareness. This survey polled
respondents on their awareness of ‘cookies, the default for online web browser tracking—a technology some twenty years in use.

FIGURE 2 TWENTY YEARS LATER, MAJORITY OF CONSUMERS STILL DON'T FULLY
UNDERSTAND ONLINE COOKIES

Q. Are you aware whether or not specific companies with which you interact are tracking your ‘cookies’?

40*
34

23%

. o
Sometimes, No, | know they're 3 70
| understand how tracking me somehow,
Yes, Always some companies but, I have no idea What are
track me, but when, where, or cookies?
not others with whom '
|

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents

Despite twenty years of cookie tracking on two channels (i.e. desktop and laptop), 40% of consumers don't understand
how, when, where, or with whom this tracking occurs. When we asked the 23% of respondents (those who answered
‘Sometimes’) how they understood some companies were tracking them, but not others, responses indicate people are
paying attention, perhaps more than brands think.
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HIGHER EXPOSURE TO CONNECTED TECHNOLOGIES o)
TRANSLATES TO HIGHER BRAND ENGAGEMENT 4 5 /o

It may not come as a surprise that when we asked consumers to rate of respondents express very
their level of understanding of how companies were using their data, three low trust or no trust at all
quarters did not feel confident. This study also finds that trust levels are that combanies were usin
generally low, with some 45% of respondents expressing very low trust . P . 9
or no trust at all that companies were using their connected device data their connected device data
securely and in ways that protected their privacy. Yet, while understanding securely and in ways that

and trust trend low, consumer interest in how companies are using such protected their pri\/acy
data is high. Almost half of all respondents claim they are very or extremely
interested in learning more about how companies are using and protecting
their data.

FIGURE 3A UNDERSTANDING AND TRUST IN HOW COMPANIES USE CONNECTED
DEVICE DATA TREND LOW, INTEREST HIGH

. 45% o 47"
38" 37" 35% 3o
21%

25% 20

Low Somewhat High
[ UNDERSTANDING [ TRUST | INTEREST
B How much of an UNDERSTANDING do you feel you have today about how companies are using your data from
these connected things?

B How much do you TRUST companies are using your data from these connected things securely and in ways that
protect your privacy?

B How much INTEREST do you have in understanding how companies are using data from these
connected things?

Note: Respondents were asked to rate their understanding, trust, and interest on scale of 1-5 where 1 is was extremely low and 5 was extremely high.

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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FIGURE 3B CONSUMERS WITH GREATER EXPOSURE TO TECHNOLOGY REPORT GREATER
UNDERSTANDING, TRUST, AND INTEREST IN HOW COMPANIES USE THEIR DATA

Q. Indicate your level of understanding, trust, and interest on a scale of 1-5 (chart shows percentage of 4's and 5's only)

48*
21%

UNDERSTANDING

[ =< 3Devices

17*

68*
42* 44

INTEREST

Il 4+ Devices

Note: This chart breaks respondents into two groups (those with 3 or fewer connected devices vs. those with 4 or more connected devices). The
percentages shown reflect the number of respondents (per group) who answered ‘high or very high' (4 or 5) when asked the following questions:

Q. How much INTEREST do you have in understanding how companies are using data from these connected things?

(Rate on a scale of 1-5 where T not interested at all and 5 extremely interested.)

Q. How much do you TRUST companies are using your data from these connected things securely and in ways that protect your privacy?

(Rate on a scale of 1-5 where 1 is no trust at all and 5 is full trust.)

Q. How much of an UNDERSTANDING do you feel you have today about how companies are using your data from these connected things?
(Rate on a scale of 1-5 where 1 is no understanding at all and 5 is complete understanding.)

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015

This study also finds that a consumer’s exposure to
technology is an indication of their level of engagement in
the use of their connected device data. ‘Engagement’ can
mean many things of course— [technological or brand]
adoption, acceptance, understanding, trust, interest,
interactions, desire for more interactions, etc. When we
segmented data by the level of exposure consumers have
to connected devices (number of devices owned), their
levels of understanding, trust, and interest increase across
the board. Those respondents with 4 or more connected
devices ("High Exposure” respondents) report substantially
higher understanding, trust, and interest in how companies
are using their connected device data. (see Figure 3b)

Respondents with higher ‘exposure’ to technology have
different expectations around how companies should
interact with them. Trends illustrating these expectations
weren't just a function of number of devices owned, but of
living environment (urban vs. rural) as well as age. These
expectations are characterized by a generally higher interest

in engagement; in the depth, notification type, channel, and
frequency of messaging as well as what constitutes ‘value’
when exchanging with a brand.

Respondents with
higher ‘exposure’
to technology have

different expectations
around how
companies should
Interact with them.
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Il. TREMENDOUS CONCERN OVER THE USE AND SHARING

OF CONNECTED DEVICE DATA HIGHLIGHTS THE TOP
BARRIER FACING loT

In the most basic sense, the key difference between the Internet as it exists on a desktop, laptop or web browser versus the
Internet of Things is that the latter implies a location-based context. Whether mobile device, object, or environment-based,
sensors (and their ability to communicate with each other and the cloud) fundamentally change our relationship to the Internet,
and the Internet's relationship to us.

CONSUMERS EXTREMELY UNCOMFORTABLE WITH USAGE AND SALE OF THEIR DATA
ACROSS ALL PHYSICAL REALMS

As the Internet reaches into physical spaces—our stores, our cars, our homes, even our bodies— we must revisit the notion
of privacy and our comfort with how various entities wield our data for commercial purposes. Altimeter’s survey asked
consumers to rate their level of comfort with how companies use versus sell their data, assuming they (consumers) have
opted in to their products and services, across seven core domains we all traverse in our daily lives.

H On or related to our bodies (e.g. wearables, fitness trackers) Altimeter data §uggest S|gn|ﬂcant concern
across all physical spaces, with more than 45%

n In our homes (e.g. connected home products) of all respondents they are “very or extremely
uncomfortable” with companies using their

c. In modes of private transportation (e.g. our cars, bikes) data. Across the board (i.e. age groups, device
exposure, environment, male/female), we also
In modes of public transportation (e.g. our trains, planes) find people are significantly less comfortable with

companies selling their data than they are with
companies using their data. Roughly 60% of all
respondents report such heightened discomfort
in the sharing/selling of their data (See figure 4).

In public institutions (e.g. museums, stadiums)

In public spaces (e.g. parks, street crossings)

Areas of highest concern are:

+ Our Bodies: More than 52% of respondents are uncomfortable or not comfortable at all with their data being USED in
relation to their BODIES

+ Public Spaces: Some 60% surveyed are uncomfortable or not comfortable at all with their data being SOLD or shared in
PUBLIC SPACES

Areas of highest sensitivity suggest an imperative for companies to articulate and notify consumers of their intended use
cases for consumer data.

Data suggest all physical spaces engender a sense of great discomfort when it comes to commercial use and sales of our
data (even when opt-in is assumed). Across the population surveyed, 21% answered “extremely uncomfortable” (1) across
every single domain.

This is even more pronounced with those who have lower exposure to technology; in this segment, approximately 50%
selected “extremely uncomfortable” (1) with data selling across any physical space. Environmental and age differences also
show variance, with the rural segment and more senior segments reporting higher discomfort with data use and sales than
the general population.
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FIGURE 4 ROUGHLY HALF OF ALL CONSUMERS HIGHLY UNCOMFORTABLE WITH
COMPANIES USING AND SELLING THEIR DATA IN PHYSICAL SPACES

Q. How comfortable are you with companies USING vs. SELLING your data in each of the following areas, assuming you have
opted-in to their products/services.

45%

45

In public

45% spaces

In public
institutions

49

In public

marketplaces n

% Inmodes
50 o / \ of public
transportation -
& SHOP ﬂ “‘
=X
| B

Discomfort USING my data, average 48*

m Inmodes

O—=0 of private
transportation -

In our ,

homes

47%

52% On '0 ‘

or related
to our bodies : &G

Note: These percentages reflect all respondents who, on a scale of 1-5 rated their comfort level as a 1 (extremely uncomfortable) or 2 (uncomfortable)
with companies using vs. selling their data across each physical space.

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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CONSUMERS REPORT EMBEDDED SENSORS CALL FOR EXPLICIT MESSAGING

Areas where consumers expressed highest concerns around commercial use and sales of data may well indicate the desire
for notification, as consumers’ concerns around data use and sharing are similarly rated (in both percentage of 4's and 5's as
well as ranking) to how they perceive the importance of notification. (See figure 5)

Areas of highest importance of notifications mirror those where consumers expressed the highest concerns around
commercial use and sales of their data. Indeed these concerns may well indicate the desire for notification, as consumers'
concerns around data use and sharing are similarly rated (in both percentage of 4's and 5's as well as ranking) to how they
perceive the importance of notification.

Data from a recent Pew study validates the importance of notification. The study of 498 Americans found that people are
averse to being observed without their approval:'

+ 88% say it is important that they not have someone watch or listen to them without their permission.
+ 63% feel it is important to be able to “go around in public without always being identified.”

FIGURE 5 CONSUMERS PLACE HIGH IMPORTANCE ON NOTIFICATION OF DATA
COLLECTION ACROSS ALL CONNECTED PHYSICAL SPACES

Q. How important is it to you for companies to NOTIFY you when they are collecting your data to provide you real-time services/offers?

Your Body Your Home Private Public Public Public Public
Transportation  Transportation ~ Marketplaces Institutions Spaces

Note: These percentages reflect respondents who rated the importance of notification as a 4 (important) or 5 (extremely important),
out of a scale of 1-5 where 1 is not important at all and 5 is extremely important)

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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IT'S NOT JUST ‘WHERE’ THAT'S CONCERNING; CONSUMERS EXPRESS EXTREME
CONCERNS ABOUT HOW COMPANIES ARE USING THEIR DATA

With more sensors follow more devices, which gives way to more varied manner in which companies can use and aggregate
consumer data. This survey asked consumers to rate their privacy concerns across each of the following ways companies
can interact with their data. The data suggest heightened privacy concerns center around three areas:

+ Where and to whom my data is sold or exposed
+ Where and how long my data is stored
+ How personally (individually) identifiable data is

Across the general population, respondents voiced significant concern—over 50% report they are very or extremely
concerned with companies using their data across all categories (See figure 6a). One out of five surveyed report extreme
concern (a score of 5) in every single area.

As in the previous chart, concerns around selling and sharing data are generally higher than data usage. Some 78% of
the general population are highly concerned about if and where companies are selling their data, and amongst the senior
segment, this number jumps to 89%.

FIGURE 6A CONSUMERS' TOP PRIVACY CONCERNS ARE DATA SELLING, STORAGE, ACCESS,
AND THE ABILITY TO BE IDENTIFIED INDIVIDUALLY

Q. Rate your level of privacy concerns across each of the following ways companies interact with your data.

78*

73*

597

54* 53% 5%

If/where  Where  Howthey How long Who How a When  Howthey Howthey Howthey How they
theysell theykeep identify theyhave seesand company andhow!| usedata usedata usedata identify

mydata mydata measan mydata analyzes getsmy opted to to to me as
individual the data data into personalize  provide  improve  partofa
sharing  marketing customer or group

support  innovate

Note: These percentages reflect all respondents who, on a scale of 1-5 rated their concern as a 5 (extremely concerned) or 4 (very concerned) with each of
the ways companies interact with their data.

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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SENSITIVITY TO DATA USE IS NOT EXCLUSIVE TO OLDER POPULATION

While this data found substantially higher concerns about privacy from more senior age groups, this is not to imply that
younger age groups ‘don't care. The chart below shows the level of privacy concerns related to data broken out across age
groups. Even for the youngest segment, well over 40% indicated concern or extreme concern for each type of data use
(See figure 6b).

FIGURE 6B OLDER SEGMENTS EXPRESS MORE EXTREME CONCERNS AROUND DATA PRIVACY

Q. Rate your level of privacy concerns across each of the following ways companies interact with your data.

89~ y M 1824 M 2534 [ 3544 M 4554 M 5564
84%
77%
75% 74% i
68% 72%
85%
80% 5 63%
s 56 Nl a7+ ¥ s
a7 a4%

a4% 46"°| | 47%I |
If/where Where  Howthey How long Who How a When Howthey Howthey Howthey How they

they sell  theykeep identify” they have seesand company andhow! usedatato usedata usedatato identify
mydata mydata measan mydata analyzes  getsmy opted  persondlize to provide improveor meas
individual the data data into marketing customer innovate  partofa
sharing support group

Note: These percentages reflect the percentage of respondents who reported they were a 4 (very concerned) or a 5 (extremely concerned) across each of
the above ways companies interact with their data.

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents

FIGURE 6C COMPARISON OF EXTREME CONCERN ACROSS AGE GROUPS

Percentage of respondents who rated themselves “extremely concerned” (5/5) across all categories of data use

24

21 20* 19%
15%
10*
General
- Population

Note: This chart shows variation of extreme concerns across age groups (those who rated a 5/5 where 5 is extremely concerned)
Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondents
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This is significant given the pervasive sentiment that millennials and younger populations could ‘care less’ about privacy. While
these segments may be more prone than their elders to sharing information about themselves digitally, concerns around privacy
are not solely a function of age. Areas of concern and parameters for what constitutes ‘personal’ or ‘sensitive’ may be different,
but age is far from the only factor accounting for variations in such sensitivities. Privacy, or the desire of an individual or group to
seclude themselves, information about themselves, and thereby express themselves selectively, is innately human.'

CONSUMER CONCERNS SIGNAL DEEP LACK OF CONSENT, AWARENESS, AND COMFORT

Altimeter data suggest great concern when it comes to when, where, how, and with whom companies use or share consumer
data. The data also show a desire for awareness, transparency, consent, and control. A recent survey by TRUSTe found that
85% of consumers wanted to understand more about how their data is collected before using connected devices. Just 20% of
respondents feel that the benefits of smart devices outweigh their privacy concerns; 80% disagree.'®

In Altimeter’s survey, (a quantitative survey of general consumers sourced and vetted
through a panel provider,) the outpouring of qualitative feedback we received in a box
merely titled ‘Comments’ reinforces this:

“If
| wanted

my information
shared it should
be uptometo
share it”

‘I don't
ever really want
anyone to sell my
information. | want to
control who has my
information.”

‘I would be
much more comfortable
if everything weren't
permanently archived, if access
to personal data was momentary,
based on a prompt or user request.
Most apps and devices want
permanent permissions and
access to information not
pertinent to the functionality
of those apps and
devices.’

“If
I'm paying
for a product or
service, | do NOT want
my information being
used or sold
atall”

‘At
least tell
me. Let me know
what you are going
to do with my
information.”

What businesses must understand is that this data doesn’t just suggest a concerned citizenry,
it suggests a fundamental barrier to realizing the potential (and capitalizing on their investments) in the Internet of
Things. It represents a call for intervenability, an imperative to place control, consent, and agency back into the hands
of those providing the data for whom IoT is intended to benefit: consumers.



l1l. COMPANIES MUST RESPOND TO CONSUMER CRIES FOR

VALUE CREATION, CONTROL, AND TRANSPARENCY

There are numerous questions businesses should ask in light of these explicit concerns, both immediately and over time as

loT matures. Today and increasingly, companies are facing a very real 'trust imperative'"* — an existential imperative to foster
trust with consumers, for risk of failure, security compromise, customer safety, and ethical responsibility. This calls for a
transformation, not only in the way businesses collect, process, analyze, store, secure, govern, and use consumer data, but in
the design of the experience as well as how they communicate directly with consumers about this use. Because it's not just risk

mitigation and existential threat; it's pragmatic; it's an exchange; it's just good business.

DESIGNING FOR VALUE EXCHANGE ISN'T JUST ABOUT UTILITY, IT'S ABOUT TRUST

A second, perhaps more immediate question applicable to every consumer-facing function and program is what constitutes a

valuable experience? This question is more important that it has ever been for two reasons:

+ Just because we can now add sensors to [any] thing... doesn't necessarily mean we should. Yet we're seeing companies
race to connect their products, in-store environments, and build mobile apps. This year's Consumer Electronics Show
brought us connected flowerpots, Bluetooth enabled tape measures, (smart?) rubber duckies, among others.’® But adding
a sensor to something does not magically endow it with value for its user, particularly when weighed against potential risks.
One study found that the top reason consumers hadn't purchased in-home connected devices was because they didn't
understand the value.’ Gone are the days when simply connecting something to the Internet sufficed as a differentiator.

+ Avaluable brand experience fosters trust.

As distrust has quantifiable impact on business performance', so too does trust. The 2015 Edelman Trust Barometer, a
survey of over 33,000 consumers, found that 80% chose to buy products and services from companies they trusted; they
also were more likely to recommend them to a friend, pay more for them, and even purchase shares in the company.'® Value

breeds trust and loyalty, and in turn, trust and loyalty breed value for the company.

FIGURE 7 CONSUMERS MOST COMPELLED TO SHARE THEIR
DATA IN EXCHANGE FOR SAVINGS—MONEY, TIME, AND ENERGY

Q: Which of the following reasons do you find most compelling or valuable to share your
data with companies? (Select your top 3)
PROMOTIONS, coupons,

o
57% \é/ discounts, product suggestions
Information to HELP ME MAKE DECISIONS
Information to help me TROUBLESHOOT
31%

~ a problem/access SUPPORT

1 63
LOCATION information
helps me ACCOMPLISH something
Visibility into PERFORMANCE/AWARENESS information
Other

Source: Consumer Perceptions of Privacy in the Internet of Things, Altimeter Group, 2015 Base: n=2062 respondent

16

Companies must begin to address
the question of value exchange

by empathizing with consumers
around the ‘why?"and ‘what’s in it for
me to share my data with a business?”

In a world where the use of data can
both serve and sour consumers,
businesses must be asking this
guestion at every turn. Altimeter's
survey finds, perhaps to no surprise,
that when it comes to compelling
reasons to share data, monetary
incentives top the list. (See figure 7)
57% of respondents cite promotions
as the most compelling reason to
share their data.
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Another theme emerges from this data—savings. Whether in the form of money, time, or energy, consumers are most
incentivized to share their data by gains in efficiency. Indeed not all ‘value exchange’ is created equal; this study finds that
consumers with higher trust place higher value on information to aid with decision-making, where as those with lower trust
are more compelled to share their data for customer support needs. These particular findings address a deeper question:
are coupons really enough?

A recent study by the University of Pennsylvania's Annenberg School of Journalism finds that willingness to share is

less a function of affinity for discounts, and more a function of what the authors term, “resignation."”® The report defines
resignation as what happens “when a person believes an undesirable outcome is inevitable and feels powerless to stop it
The study asked consumers if they felt discounts were indeed a fair exchange for marketers to collecting information about
them without their knowledge; 91% of respondents disagreed. Rather, the study claims, most Americans disclose their
personal data to companies for discounts because they believe that marketers will harvest the data anyway.

It's not that we are averse to sharing our data, it's that we want something in exchange for it. Without prompt, survey
respondents volunteered the following:

HAS

‘I don't think long asitis
companies should ~anonymous data,
be allowed to sell my | itis no big deal. But |
information without must trust that that is
providing substantial how you are actually

benefittome”  / handling it

“It's
very hard to
discern when, how,
and who is using my data.
It's also very hard to opt out
of this tracking. If you don't
allow it, you can't really do
anything. How about a
little give?”

i
companies sell
my data without my
receiving any benefits
from it, or without my
express permission in
every instance, then I'm
against it

It's no secret the Internet of Things market is growing rapidly. Investment in sensors and connectivity by industry and
governments around the world is soaring to the tune of billions of dollars.?° Yet amidst this frenzy of activity, there is an
obscured truth: when companies think about the opportunity of consumer device data, they think foremost in terms of
innovation and monetization, and less about privacy protection or communications and disclosure. Businesses must bridge
the gap between innovative potential and consumer awareness.
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CONTROL, AWARENESS, AND THE GREAT GAP BETWEEN UNDERSTANDING
AND INFORMED CONSENT

There is a schism between the momentum we see by those developing connected products, infrastructure, and services,

and the everyday consumers who are expected to adopt it. A wider understanding of the ways businesses can, and to a great
extent, already are, using customer data is limited today. A recent study by Harvard Business Review found only about a
quarter of consumers even realize they are sharing their data when they go online.?! The study by University of Pennsylvania
reveals a host of consumer misconceptions about how consumer data is [not] protected from discriminatory pricing schema.?

* 69% do not know that a pharmacy does not legally need a person’s permission to sell information about
the over-the-counter drugs that person buys.

* 65% do not know that the statement “When a website has a privacy policy, it means the site will not share my information
with other websites and companies without my permission” is false.

Consumers may be resigned to not resisting the typical registration or exchange process of [all of your] data for the
service, but they are not disinterested. They may be naive about what protections exist (or don't), but they aren't stupid. The
industry has set a precedent for terms of service and privacy agreements that are difficult to access, read, and understand,
but this level of obscurity will no longer suffice. It is in companies’ best interest to educate consumers, to differentiate
themselves through visibility and value exchange; not remain complicit in user ignorance, or worse, unaccountable for the
destinations of such data once it has left their servers or clouds.” If companies want to realize their investments, and more
importantly, the potential of 10T, they must take steps to bridge the very gap they helped create in the first place. As inputs
for consumer data permeate the physical world, a structure based on trust and transparency is in order.
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RESEARCH REVEALS OPPORTUNITIES FOR BRANDS
TO ENGAGE MORE STRATEGICALLY AND ETHICALLY

This study reveals consumers have significant interest in learning more about privacy protections and
receiving notifications across more environments, even more platforms. Amid the confusion, distrust, and

interest in learning more lies an opportunity for brands to communicate, educate, and engage more effectively.

We are still in the very early days of the Internet of Things. Brands can see this as a signal to ‘wait and see, to
follow the status quo of obscuring information from already distrusting consumers. Or they can see what a
massive differentiator it is to forge trust and loyalty, communicate clearly and ethically, and equip themselves
with better legal templates and protections. After all, the more companies have considered, planned for,
documented, communicated, and accounted for in the way of data privacy and security strategy, the better they
will fare in court should such an event come to pass. Following are a few simple ways companies can begin.

1. USE EDUCATIONAL MATERIALS, TOOLS, OR OTHER RESOURCES TO DIFFERENTIATE

The opportunity for brands to serve as facilitators, partners, and educators of the risks (and opportunities!)
around consumer data is tremendous. We are in a unique moment in technological innovation when, through
sensors and connectivity, companies can help empower consumers to do— to control, to see, to react, to fix, to
accomplish.?* Providing agency and intervenability around consumer data is a natural extension of this.

The Digital Advertising Alliance (DAA) recently released ‘App Choices, a mobile app offering consumers simplified
means to control data collection and use across individually-named DAA companies, or all participating
companies at once.? Data broker Acxiom hosts an online portal called www.aboutthedata.com for self-service
education, visibility, and the ability to edit or opt-out of their marketing products.?® Could companies offer
heightened protection services, contests, even create new revenue models? Is there an opportunity in brands
helping consumers monetize their own data? The model of clandestine data use and abuse is ripe for disruption.

Provide informational resources (e.g. disclosures, partner lists, risks, opportunities, 3rd party resources
or tools, risk assessment tools)

Provide portals for action (e.g. mobile apps, web portals, dashboards, 3rd party tools or templates,
support, incentives)

2. ALLOW FOR OPT-IN, OPT-OUT, OPTIONS AT THE GRADIENT LEVEL

Today the standard for communicating to consumers about how their data is used, stored, and shared is the Terms
of Service (TOS) agreement. Many businesses today communicate these agreements using complex statutes

and legalese, circumventing the need to communicate in clear and efficient ways with consumers. Sometimes

the consumer registration process merely includes a link to the ToS and privacy policy, with “agree” selected by
default. From a business perspective, the role and design of these user agreements is not to protect consumers by
educating them and soliciting informed consent, it is primarily to protect businesses from legal sanction.

The current precedent has conditioned end users to literally ‘accept’ a long, complicated series of paragraphs
typically written in legalese in order to enjoy a service or sign up for a product. Businesses shouldn't necessarily
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assume users are comfortable with a default of opt-in to all features or sensor settings. If a user is uncomfortable
enough to refuse, they can't use the service at all. The gates of a one and done, binary Yes/No, all-in/all-out
agreement are the norm. Our research found that consumers most prefer periodic updates, sent over email

and able to be tracked over time, followed in preference by event-triggered notifications, not the one-time model
of Terms of Service. To this point, it is worth mentioning the inherent value in cleansing a customer base of
disinterested, even disgruntled users, which only adds to the purity, longevity, and effectiveness of such a list of
contacts. Indeed, for skeptical or 'resigned’ prospects, gradient controls could help foster trust and increase the
chance of greater investment later—in the form of dollars, data, or loyalty. Businesses have an opportunity to
change this model: to allow for a ‘dial’ or menu of privacy controls, instead of an on-off switch.

Provide users options in the collection, use, sharing, storage of their data
Provide users options in the frequency in which they can update these options
Provide users options in the channels in which they can update these options

3. UNDERSTAND TECHNOLOGICAL EXPOSURE AND ENGAGE ACCORDINGLY

When it comes to concerns and interest around privacy, the research signals a clear distinction between those
with greater exposure to technology vs. those less exposed. Those with greater exposure welcome more
outreach and signal greater interest in learning more. ‘Exposure’ to technology can manifest in various ways, such
as the number of devices owned, how much they know about specific types of technologies, age, life stage, or if
they live in a densely or sparsely populated environment. Companies should place greater emphasis on engaging
these groups with informational and educational materials, but also take advantage of their technological savvy.

Provide new channels and/or frequency of notification and monitor their response

Test new campaigns for building awareness and transparency

Provide them more control over the use and sharing of their data and monitor these interactions
Ask them for feedback and adjust

4. CRAFT ENGAGEMENT TO REFLECT (AND RESPECT) DEPTH OF EXISTING RELATIONSHIP

Understand where you are in your relationship with customers when considering how to message them around
privacy terms and risks. This may seem obvious, but the standard operating procedure when it comes to privacy
notification (of running every user through a single gate, the Terms of Service) doesn't reflect this approach.
While some privacy notifications will be standardized, the greater point is that not all consumers will have the
same level of awareness, openness, affinity, trust, or loyalty to you as a brand. This is particularly important for
companies taking on new IoT initiatives, as these activations assume significantly more risk (to both brand and
consumer) around privacy, data [mis]use, security, safety, and of course, wasted investment. Companies must
balance this risk by providing clear notifications tailored to the level or depth of the existing relationship.

Develop clear triage for how experience differs based on depth of existing relationship; provide options to
customize these settings

Tailor messaging and call-to-action (CTA) to depth of existing relationship (prospect, customer, loyalty
member, advocate, etc.)

Incentivize deeper engagement through incremental outreach, reflecting depth of relationship (e.g. persona
or engagement history)
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5. ADHERE TO THE FUNDAMENTALS OF ETHICAL DATA USE AND COMMUNICATION

The central imperative and responsibility brands have when leveraging consumer data is to manage it ethically.
Altimeter Group's research report, “The Trust Imperative,” lays out a framework for ethical data use.?” This
framework is based on principles developed by the Information Accountability Foundation (IAF) that define
ethical data use as: beneficial, progressive, sustainable, respectful, and fair.

Companies must apply these principles, not just to the use—the collection, processing, analysis, governance,
storage and security—of the data, but to communications about these elements as well. The subject of
upcoming Altimeter research is precisely this; a framework specifically for ethical, accessible, and transparent
communications of the use of consumer data. Just because consumers may not always read through the
Terms of Service or Privacy Policies doesn't mean they lack a desire to understand, access, and control more.
Companies can begin bridging the gap of understanding and trust by aligning their messaging and experiences
against the following four pillars of ethical data commmunications: (See figure 8)

FIGURE 8 FOUR PILLARS FOR BUSINESS COMMUNICATION ABOUT CONSUMER DATA
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CONCLUSION

There is an inherent friction to privacy. Companies may point to a cumbersome user
experience, legal complexity, or other reason for ‘streamlining’ registration processes,
communications about privacy, or minimizing notifications of data use. But, perhaps there
should be friction in privacy. Privacy is not something we can standardize or account for in
a scripted template. It is a function of shifting contexts, motives, and frameworks: culture,
religion, location, age, gender, income, family, sexual orientation, life events, experiences,
exposure, and more. Privacy is subject to each of our unique, yet deeply human sensitivities.
It is as ingrained in us, indeed related to, our innate imperative to maintain status in order to

more effectively propagate forward our genes.

“The tectonic shifts we're seeing in technology are not matched
by such dramatic shifts in human behavior. Culture, values, norms,
politics, how we interrelate with one another-

these things change slowly.”
—Gilad Rosner, Founder of 10T Privacy Forum

As a species we have had roughly 100,000 years to develop our behavioral norms in the physical
world; but we have had barely 100 years to develop such norms in the digital world. As a society,
we all face the potential to both suffer and benefit from a connected world. It is the responsibility
of the entities that are digitalizing our physical world to educate, to safeguard, and to help foster

new, responsible behavioral precedents in the Internet of Things.
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METHODOLOGY

This study surveyed a sample of 2062 American consumers sourced through an online survey panel. In order to achieve a general
distribution of American consumers, as defined by age, living environment, region, and gender, respondents were triple vetted by the panel
provider and modeled against the 2010 U.S. Census Bureau data. The survey was conducted during the month of May 2015.
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