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Apache HTTP Server Version 2.4

Modules | Directives | FAQ | Glossary | Sitemap

Apache Module mod_ssl

Description:

: Exiension
Module Identifier: ssi_module
Source File: mod_ssi.c
Summary

This module relles on OpenSSL to provide the cryptography engine

Further details, discussion, and examples are provided in the SSL documentation.

This information is not provided by default for performance reasons. (See s
detalls on the compatibliity variables.

Variable Name: Value Description:
Type:

flag  HTTPS is being used.

string  The hex-encoded SSL session id

string | The cipher specification name
string |cxue if Cipher is an export cipher
number |Number of cipher bits (actually used)
number |Number of cipher bits (possible)
string |SSL compression method negotiated
siring | The mod_ssl program version

string | The OpenSSL program version
siring | The version of the client certificate

Strong cryptography using the Secure Sockets Layer (SSL) and Transport Layer Securfy (TLS) protocols

This module provides SSL v3 and TLS v1 x support for the Apache HTTP Server SSL v2 Is no longer supported

Ll Environment Variables =

This module can be configured to provide several items of SSL information a5 aditional environment variables to the S8 and CGI namespace
Zoptions SIIENWVars, below.) The generated variables are listed in
the table below. For backward compatibiity the mformation can be made avaiiable under different names, 160, Look in the C

string  The SSL protocol version (SSLv3, TLSv1, TLSV1.1, TLSV1.2)

string Initial or Resumed SSL Session. Note: multiple requests may be served over the same (Intial or
Resumed) SSL session if HTTP KeepAlive is in use
string | true if secure renegotiation is supported, else false

Available Languages: en | fr Environment Variables

v chapter for

55LInsecureReneqatiation
5SLOCSP DefaultResponder

Pee Ep\
SSIProaCheckPeatian

X1 : Web—){\—D R+ X hDFI (Apache httpd mod_sslEI 2—)LD RFa1 X hR—Y)
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liiiﬁl!ill BifF:0 | H&:INT

F FCSR (Certificate Signing Request =R ER) #1{F
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SSLEngine on

SSLProtocol all -SSLv2 -SSLv3

SSLCipherSuite ALL:!ADH:!EXPORT:!SSLv2:RC4+RSA:+HIGH: +MEDIUM:+LOW
SSLCertificateFile /etc/httpd/conf/ssl/server.crt

SSLCertificateKeyFile /etc/httpd/conf/ssl/server.key

2 : ssl.conf 7 7 A JUICEEERAZE D) R ZEM U1l
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(9) CookieIT Secure EBi4%ZE1
BE%:O || W& :Cookie U A b

Cookie Z#|HYT 2 Web 1+ hTl&. CookielC secure EHED
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T cookieBERMRAWVLTCULEDURIDEETCED,
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User-agent: *
Allow: /

Sitemap: https://example.com/sitemap.xml

K3 : robots.txt 7 7 A JLDECRGI
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canonical 7%, BUNR—IZXRIEHDOURLDHFT. EN
HEFRDURLIEDHZES UTEEERITDICHICHERTIND.
COUVIIEEEHTTPSICEET D (H4),

<link rel="canonical" href="https://www.example.com/">

X4 : canonical 72 Dfl

(13) hreflang ¥4 OE#h
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<link rel="alternate" hreflang="ja" href="https://ja.example.com/">

<link rel="alternate" hreflang="en" href="https://en.example.com/">
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ZEZFULVDIFHTTPOURL (IHURL) &EHTTPSDURL (G
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RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule AC.*)$ https://%{HTTP_HOST}%{REQUEST_URI} [R,L]

SOYICHICHTTPS ZERI 2L DRI D (KM7). TNICKD.

IA—Y—@FHTTPU Y I%ZoU v I LTHBICHTTPS Tt I ©
ZElBBIe. R=IKRREDE_ EPMITMEZEDY X7 HE
WMCEDo FHHTTPSNDEIDEZ LS. RBIEFHLEDEREICIHA .
HTTPADYIDRUBZIEICAN. max-age’ 1 HITREL CHE.
LS LTS 1 FEEICHIFTDHRIDE,

Header set Strict-Transport-Security "max-age=31536000"

X6 : .htaccess(CHIFH30 1EHEDRER]

(21) HTTPS{ED&EAN
BF:O || MR TXRT

URLEHTTPOSHTTPSICYIDER o ICl&. Bl L.
UV OTECHTTPS h SihE 23 UL URLERN T 5. 3 <IC
HTTPOF £ 25 < B2 T EFELD, FULHTTPS DURL
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(23) HSTS DB E
BE7:0 || R 9~T

HSTS (HTTP Strict Transport Security) Z&z1C LT, 7

X7 : htaccess(CkDHSTS DEREH!

(24) OCSP Stapling &1L
B || HRiTNT

OCSP StaplingZEICT LT, Y—/\—nTSDTDRD
D(TEREDBR, KW =R T DL DITED (W8). TNITKD.
TS0 Web A MMIP I ERTBDICOICEREOE W ZHR
THEVWDITOBRDPAECED, BER. 1—T—(C&>TIEWeb
P4 hOFRTREDE LICDIEN D,

SSLUseStapling on
SSLStaplingResponderTimeout 5

SSLStaplingReturnResponderErrors off

X8 : Apache httpd TMOCSP Stapling DBEZHLHA

(25) HTTP/2~D%d
B~ )| HgCHTTP/ 20 B2 e

Apache. Nginx’& EDWebt —/)\—%Z77 v TJL— KL,
Forward Secrecy DEREPTLS 1.20FBEWV> B ZRmE D
KOICUTHBIFIE. HTTP/2ICKD LA T VY —DHEN Tva
HEERE, FMORENEZ CTED XL DICED.
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Q1 : HTMLO—RICHTTP & HTTPS OEfED
&5 EMADEREICEDDH ?

HTTPS DR—J(C8H D HTML J— RDeh(C Thttp://] WD
X CADERT—F2CSS. JSTFAIEENRELTWVDE. T
SOTICESHEED. 77 A)VDRRSIVED 21D T D, THUE.
Cookie EEDKREE - IS AZEBATebD TS I DRI,

CDRDFEREZON T DI, TXTD/ AN [../] DO
KA, Fel& [7] DIb— BMRRICEETED > TVD D EDIHZEAR
[CFTvITDRENDD. IXTD/( A% [https://] DSIAF
D) CAICEET D ETHRMINAREEH, 83/ (RICLTHLIF
SH. DBEDBEABRSICIHEDZENEL,. Ffc. CSSPIST 7
AIVAD [http://] FRELIF. WRRNAEEP T VO THODER
WIAETH D,

src="../xxxx.html"

src="/xxxx.html"

src="//ww.example.com/xxxx.html"

BT S—7ZEkd $ HTML OS]

Q2 : sERyI—bSEENTNS
E=aVFJIEHTTPS Mitb ?
A2

EET7A)b. SNSIRFY, PT4UTA ST PO
59, ISTP7AIEEDE -V F T7ZBUT. HENVY T -5
REENTVBE—TV(EF. BFHTTPSHILDBHDZFIAT D,
HTTPSHIGDE -V IHRETETLEWNE, SHERT A ~DE)
B> T 4 UTA MAEFEDELUSKRRSTEVNEWV O EARBED
BED, COKIEGE. HENYSF—ICHTTPSHROE—J>D
RHZIIT DLEND Do

<script src= “https://www.google.com/jsapi” type= “text/javascript” ></script>

HTTPSYIinE—d>% 2 (JST7A)L) D

X5
ITIDH

(!

Q3 : St EStic > TA—JORTEEIR
B5iELD?
A3
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—EfALEIRIY 3V Z#EUTHATS [Keep-Alive] RiE
Z [on] [CU. ROAVI—Y3VolZERIMET D ED—RINICIED
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[FTNETESIEWN. EBELTSOTTIE. 7ROV /\—FE— RTHEZH
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QS5 : JSUYHBFHTTPS AT I ERATBESIC
TEELD?
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